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Today’s session

= Bowties are easy to understand but a quality bowtie is deceptively difficult to build. But does one
set of “rules” for building bowties work for all applications?

= This session will examine different approaches for different applications, e.g. using bowties for
LOPA reviews, Safety Case demonstrations, management control reviews, simple pictorial
communication, etc.

= [t will explore both the commonalities and differences in the “rules”, as well as giving delegates
an opportunity to bring along their own bowties and issues for discussion.
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The problem

Escalation Escalation

Factor \\ ‘/ Factor

Escalation Factor = ‘ Escalation

Reason why control Escalation Factor Control
may fail Factor Control

Hazard and Hazard Source

Result of hazard Consequence 1
release = Major
Threat 1 Accident Hazard
v Recovery
Measure
Recovery
Measure
Threat 2 l I Consequence 2
Recovery Recovery
Measure Measure
Consequence = Worst Case
Escalation of Major Accident
Threat Controls and Recovery
Threat 3 Measures are barriers to prevent the Recovery
Major Accident and are provided by Measure
HSE Critical Activities COHSCQUZHCZ 3
Threat = Potential Recovery
Cause of Hazard Measure
Release
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Basics

= Why are you doing it/ What do you want to find out?/What does the client want?

= How to record?
— Flip chart/white board
— Post it notes
— Word/Excel/PowerPoint
— Bowtie software

= How much detail?

— Basic bowtie
— Effectiveness
— Tasks

— Elements

— Documents
— SIL ratings

— Others?
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Basic

To allow a rapid review of the issues e.g. concept design

Internal %
Corrosion

Material Corrosion Wall thickness
Selection Inhibitor monitoring
Injection

Dead Legs?

Example:
Loss of
Containment
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Pictorial
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Driving
out of
town

Plan the journey:
+ Route

arrival time
* Any hazards
+ Precautions

+ Departure & estimated

Fundamentals
o Check vehicle before use
e Drive carefully & courteously
o« Drive safely
e Keep to speed limits
eRead the road
s Keep to route
«Don't get too tired
¢ Proper training
e No alcohol or drugs

Listen for
net calls

Make sure —
you have a Keep to In Vehicle

— working journey | Monitoring
radio and plan (I
cell phone

Safe Driving Bowtie

. Always wear
Vehicle out seat belt
of control (driver &
passengers)

Base will send
support
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Use radio to Use fire
inl:iedza:t - extinguisher
e & first aid kit
immediately if necessary
N
i >
=~

People
get
hurt or
Killed
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Design/ Safety Case

= To show additional information e.g.

Tasks
Effectiveness
Critical elements

Flammables build[=
up during
maintenance

(e.g. disturbing
HC Residue)

™

-

Operator
Intervention:
Minimize product
inventory in tank
before entry

Operator
Intervention:
Continued forced
ventilation of vessel
throughout entry

Operator
Intervention: Follow
work procedures to

limit HC build up
(e.g. vacuum hose)

U-3.5.12 (2-STM-TF)

U-3.3.06 (3-CTM)

U-3.5.11 (3-MC-TF)

™

U-3.5.11 (3-MC-TF)

U-4.1.07 (3-MC-TF)

U-4.1.07 (3-MC-TF)

U-4.1.11 (3-MC-TF)

-

o

(- )
HC build up _
exceeds
ventilation
capacity
g J

Operator Intervention:
Cease work when
continuous %LEL

monitoring identifies
potential to build-up.

U-3.3.06 (3-CTM)

U-3.5.11 (3-MC-TF)

U-4.1.08 (2-STM-TF)

A
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Documents

Hot linked documents as a training aid

Working under

unsecured ground

Unauthorised access

4

=
L

]
L

™
L

]
L

B5 Process in place for
assessing ground to be
secure in accordance
with Ground Control
District Plan

C3 Competency of
personnel not to enter
unsecured areas

Procedure

H

L

B6 No access permitted
beyond the area of
secure ground (as
defined by Ground

Control District Plan)

Waiting Place
Procedure

At-risk

H

B6 No access permitted
beyond the area of
secure ground (as
defined by Ground

Control District Plan)

C6 Shift change
procedures include
notification of areas of
unsecured ground

Waiting Place
Procedure

Procedure

H

H

installation/removal

of supports

N

i

L

A1 Design and selection
of equipment to meet
Ground Control District

Plan

Fall of Ground Plan

B9 Installation and
removal of ground
support performed
according to
documented procedures

C3 Competency based
training and assessment
program includes
placement and removal
of support

Procedure

]

FRP 1 Underground
Fall of Ground

Mine Site:
Ground Fall
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Management Systems

Change to
equipment

Change to
procedures

Change to
organisation

Electricity

Hot Work

Work at
Height

Solvents

Management of
Change

Failure to
(UELELE
change)

'Release of
the hazards’

Hazardous
Job

Loss of

Control
of Job ]

'Release of
the hazards’

Unsafe equipment
condition

Unsafe work
practice

Unallocated
responsibilities

Injuries
Fires

Spills
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LOPA

To calculate sequence frequencies

Threat I l l Ié\-/reon[?[ l l l Consqu1uence
T Enabling Control Control Control iv’ Recovery || Recovery || Recovery ||Conditional

Factor Barrier B1 Barrier B2 || Barrier B3 Barrier R1 || Barrier R2 || Barrier R3 Modifier
P-EF ‘ PFD-B1 PFD-B2 PFD-B3 PFD-R1 PFD-R2 ‘ PFD-R3 P-CM

Frequency of consequence C1 from threat T1 =
IEF(T1) x P(EF) x PFD(B1) x PFD(B2) x PFD(B3) x PFD(R1) x PFD(R2) x PFD(R3) x P(CM)
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Rules

= To achieve consistency
= Set basic expectations
= Must be fit for purpose(s)
= Must be communicated
= May cover e.g.
— Approach
— Attendees
— Acceptance criteria

— Effectiveness ratings/scorings

A
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Rigid Rules

“There shall be three barriers between a threat and the top event”

= For all frequencies of threat?

= |[s Inspection a separate barrier to maintenance?

“Barriers shall be fully functional to stop the consequence from occurring”

= |s a gas detection system fully functional?

= What about the emergency response plan?

“A single barrier can function as either a prevention or mitigation barrier but not both”

= What about a tank farm bund?
Prevents access and impacts

Limits extent of spills
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Potential Problem Areas

= Barrier independence

= Use of escalation factors

= Effectiveness and Acceptability
= evel of detall

= Human error

A
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Dependency

If controls are dependent, there Is less defense

Dependent barriers

P N

Threat Barrier Barrier Barrier Barrier
Barrier Barrier

Threat

= What counts as dependency?
—~ Same person?
~ Same systems?
— Common services?

= Separate bowtie for common areas?
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Use of Escalation Factors

= Adds local failure cases
= Can get very repetitive
= Use for barrier general failures?

P

ESD activated and
isolation valve closes

3.01

L\

Prolonged release
of hydrocarbons

Activity 3.01 — Maintain

and test isolation

valves

=
.

Isolation valve
regularly tested and
maintained

Isolation valve fails
to close/work

A
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Effectiveness and Acceptability

Very Reliable Always Control has more than a 99.5 % of working
when required, no human involvement

G Ut feel Reliable Frequently Control has a > 90 % chance of working when
required, little human involvement

1 to 3 1 to 5 Fairly Reliable | Mainly Control has a < 90 % > 60 % chance of
1 working when required, active human

involvement

N u merlcal Unreliable Occasionally | Control has a < 60 % > 30 % chance of
working when required, very active human
involvement, complex and stressful to operate

SI L Very Rarely Control has less than a 30 % chance of
Unreliable working when required, continuous human
involvement, very complex

- - Additional risk reduction measure (as partof |
ALARP demonstration) ‘-

Effectiveness Source Criteria

Field Experience Hardware: Inspections/tests conducted as per Performance Standard;
Functions properly when tested

Processes: Audits conducted, corrective actions resolved or planned

Personnel: HSE training up-to-date, Personal Job Profile accurate; Competence
assured; Contractor HSEMS meets standards

Internal or Asset | |No or Low audit finding Barrier Operating Effectiveness Level
Integrity Audit
Incident Control is in place
Inyestigatiof Industry Industry Minor Major

Field Experience Hardware: Inspections/tests conducted but hardware needs frequent best

adjustment to pass function test; some backlog of preventive maintenance tice /
activities that could impair performance practice

Processes: Not applied consistently but still considered functional by each world class
crew
Partially Personnel: HSE training only partially up-to-date, all Personal Job Profile not Industry best practice
Effective completed; Contractor HSEMS has some deficiencies / world class

standard | degradation | degradation

x Internal or Asset High or Serious audit finding
Ineffective Integrity Audit

Incident Control found to be Missing or Failed
Investigation

Internal or Asset Medium audit finding g

Integrity Audit 3
Incident Investigation determines Human Element is at fault E, o Industry standard

Investigation g 1]

i=

Field Experience Control is Missing, Failed, or does not meet mandatory aspects of (=X

performance standard. 5 E Sub-standard

=5

1

o w

Ineffective or
unknown

TUVRheinland®
Risktec




Level of Detall

To represent as a threat or a separate

bowtie?

Load path -
slings,

attachments,
rigging

I Overload I

Weather -

wind,
temperature

Human
error/medical
conditions

Crane

structural
failure

m
l

m
l

m
.

m
l

Dropped
Object Impact
All lifting
operations near
inventories

require detailed
risk assessment
to identify
controls

Integrity of
lifting equipment

Competency of
crane operator
and rigging crew

Weather limits
on operations

Collisions -
structures,
other cranes,
other
equipment

Unstable
I ground I

Loss of
power/control

i.e. loss of
hydraulics or
engine power

I Vehicle impact I

Lifting
Operations

Constructio
n&

Logistics:
Loss of
Control

Dropped load
- fatalities,
plant impact

L, |

Dropped
object results

in loss of
hydrocarbon
containment.
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Representing Human Error

Explicit claims on operator actions

Y M " " "
I Overpressure H H H H
Systems Operator High Pressure Pressure Relief

designed to intervention in trip to isolate Valves
200% MAWP response to inlets
pressure

monitoring to
alter conditions

. ™
"

mechanical

failure Fail safe brakes on
tuggers, drawworks

n n n /
a a

Escalation Barrier H
Function test of Maintenance of Training and
equipment equipment competency

Driller Sr Mechanic Tourpusher TUVRheinland®
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Using Tasks

Hoisting
operations -

impact to Crown

Competence of Drill
Crew in
pipehandling,
hoisting and
downhole operations,
as appropriate

CCTV and lighting
coverage of derrick
relayed to Doghouse

Block height position
shown in drillers
cabin

2.1.14 (Driller)

2.1.14 (Driller)

3.3.2 (Electrician)

3.3.1 (Elec Tech)

Zone Management
system slows down
rate of ascent prior
to shutting down
power and setting
parking brake for

_ 3.3.1 (Elec Tech) SCE-11 Drilling hard st
2.1.14 (Driller) SCE-26 Hoisting/Lifting ard stop
4.2.2 (Rig Mgr) Communications Equipment 3.3.1 (Elec Tech)
4.2.3 (STS) (Internal and External) 3.1.7 (Driller)
SCE-11 Dirilling
Hoisting/Lifting
Equipment
Who? What? Why? How? o
Can also dig deeper e.g. competency
3.3.1 Maintenance and|Perform maintenance, testing and calibration of critical rig instrumentation|e Manufacturer's Instructions

testing of critical'systems (including hand held/portable systems) and all

- CCTvV

- UPS systems

associated/e SAP Workorder

instrumentation |equipment and protective systems in accordance with Noble maintenance
procedures. Includes
- drilling system instrumentation e.g. level indicators, pressure gauges,
string weight indicators, zone management system etc.
- marine systems e.g. navigation, radar, consoles and control stations,
current monitors, anemometers
- watertight door indicators, bilge sensors
- crane boom angle and weight indicators
- crane AOPS and MOPS systems
- gantry crane photo-cell and motion alarms
- bulk storage system level gauges and alarms
- fire, smoke and heat detectors and fire&gas panel alarms
- Emergency Shutdown systems
- communications systems, including PA/GA

maintenance

TUVRheinland®
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Human Error Threat

““

H-01.01
Hydrocarbons

y M u ~
L e e
Competence Procedures Alarms to alert

assessment for | | developed for all operators to
all staff prior to routine excursion
hire operations outside
= - permissable
limits Example:

Loss of
Containment

Contractors

Non-routine

operation Allows for review of specific areas of
require .
operation at a general level
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]

Human Error Bowtie -

orker

competency

—
.

Contractor
Competency

AN W N
Human Error

_ (slip, lapse,
mistake or .

ﬁ violation)
Misperception [+] \\\‘

of Hazard /
Risk

Non-
compliance to
Procedures /
Rules etc. -
violation

New
Facility:
Active Or

Latent
Failure

Worker
Impairment
(fatigue,
stress)

Lack of
Communicatio
ns / Work
Instructions

—_— Looking at how common causes of human
Learnings Not [ error are managed across the facility

Incorporated

I Third Party [+]

Activities -
tresspass,

vandalism TUVRheinland®
— A Risktec




Human Factors Assessment

Error in
calculating

mud weight/
density

H

H

e

e

L

Kick/influx
detection

BOP: Secondary
well control

Circulate out the
kick

Failure to
respond
correctly to
kick alarms

Vs

Maintenance
failure on
hydraulic

accummulator
- failure to
shut in well

G

s

Driller fails to
checkdrill pipe
position -
rams fail to
seal around
well

Error in
controlling

bleed off

. Hydrocarbons .

in Reservoir

Example:
Loss of well
Control

Looking at each barrier for potential
weaknesses due to unsafe acts, latent
failures etc.

A
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Summary

= What do you actually want to achieve?
= Rules to guide rather than mandate
= Start simple, but ask questions to aid level of detalil
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Thank you for your attention

enquiries@risktec.tuv.com
risktec.tuv.com
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